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CONG TY CONG NGHE THONG TIN VNPT

1 Tong quan VNPT Smart IR

1.1 Giéi thiéu

VNPT Smart IR 1a giai phép phat hién va tmg ciru sy c6 diém cudi toan dién cho phép bao
v€ may chu, may tram chéng cac loai virus, ma doc; hd trg truy van, diéu tra nguyén nhan
va ung ciru kip thoi khi ¢ sy ¢b vé an toan thong tin; giam sat viéc cai dat phan mém trai
phép va gidm sat viéc tuan thii cic chinh sach bao mat cuia cac to chirc, doanh nghiép, phat
hién, canh bao va hd tro cap nhat kip thoi céac 16 hong da biét.

1.2 Chirng nhén, gidi thuéng

- Giai thuong chia khéa vang 2022 cho san pham ATTT chat luong cao xuét sac

https://vsa.vnisa.org.vn/

- Chimg chi VB100 vé chimg chi tiéu chuan chat lugng ctia cac phan mém chéng ma

doc trén toan cau

https://www.virusbulletin.com/testing/vb100

2 Cac thach thuwre dat ra cho khach hang
2.1 Phat hién nhirng ké tin cong, moi de doa bén trong t6 chirc
Hién nay, ddi voi nhiéu co quan td chuc 16n & Viét Nam, van dé tim kiém va phat hién cac
moi de doa, ké tin cong bén trong hé thong 1a bai toan khong hé don gian. C6 nhiéu Iy do
cho viéc nay nhu:
- Ha tang mang trudc khi trang bi cac giai phap bao mat, di bi ké tin cong khai thac.
- Quy trinh chua chit chg, tao diéu kién dé ké tan cong xam nhap tir trude do.
- Nhan vién, can bd nao d6 vi vo tinh hay c6 ¥ gay hai cho to chirc.

- Nguy co rai ro dén tir 1 s6 doi tac dén lam viéc.
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- Ké tin cong ngay cang sir dung nhidu phuong phép tinh vi va hién dai, nham che
gidu hanh vi ctia minh.
2.2 S6 lwong nhan sy ATTT con méng

Hién nay, van dé nhan sy trong linh vie ATTT con kha méng, khong dap ung dugc khbi

lugng va sb lugng cong viéc dam nhi¢m. Diéu nay dén tir nhiéu nguyén nhan:

- Van dé dao tao vé ATTT & Viét Nam gan day méi duoc chu trong nhiéu.

- Céc nhan sy ATTT thudng “nhay viéc” sang nhiing don vi c¢6 ché do t6t hon.
2.3 May tinh khich hang phai cai dit rat nhiéu phin mém riéng ré

Pé xir Iy cac bai toan bao mat trén thiét bi dau cudi hién nay, khach hang phai trang bi rat
nhidu phin mém riéng 18, nhu: Endpoint Protection Platform (EPP -
Antivirus/Antimalware 2.0), Endpoint Detection & Response (EDR - Phan tich hanh vi),
Endpoint Forensic (EF - Diéu tra sy ¢d), Vulnerable Management (VM - Ra quét phan
mém chua dugc cap nhat),.. biéu ndy dan dén su kho chiju cho nguoi su dung, gay tiéu ton
tai nguyén may tram, va dac biét 1a gay rat nhidu khé khin cho ngudi quén tri trong viéc

dicu tra va xur ly cac van dé mot cach day du va toan dién.
3 Giai phap dé xuat
3.1 Chirc ning nhiém vu

VNPT Smart IR gitip cac chuyén vién an toan thong tin gidm sat, phat hi¢én va ngan chan
kip thoi cac cudc tin cong bang ma doc bao gdbm ca ma doc da biét (signature) va chura biét
(hanh vi). Ngoai ra, giai phap ciing cho phép nhan dién va phat hién cac méi nguy hiém

trén thiét bi cudi va quan 1y chinh sach cua thiét bi.
3.1.1 Nhém chirc ning giam sat bat thuong

Thu thap thong tin, gidm sat su ki¢én an toan thong tin
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Liét ké process trén may tinh, phat hién kip thoi cac process bat thuong
Liét ké nhiing két n6i trong mang, phat hién nhimng két ndi bat thuong
Liét ké Autostart, phat hién autostart bat thuong

Giam sat viéc tao file trén hé thong

Phan tich, canh bao

Phat hién nhitng hanh vi bat thuong trén may tinh ngudi ding

Cho phép tim kiém, diéu tra log event ciia toan bd cac thiét bi dau cudi trong t6 chirc
Phan tich céc tién trinh dang chay tir xa trén may muc tiéu

Pua ra canh bao d6i v6i nhimg bt thudng trong toan mang cia t6 chirc dén quan
tri vién

Cho phép diéu tra phan g trén mot giao dién duy nhat

Xu 1y su co

3.1.2

HO tro ¢ 1ap tam thoi cac may phuc vu diéu tra tranh lay lan di¢n rong.

H5 tro tao kich ban phan tng va deploy trén dién rong

Cho phép thuc thi Iénh tir xa téi thiét bi muc tiéu phuc vu diéu tra

Phan tng véi cac su c¢b bang cac chirc ning nhu: Block IP, Update phién ban,

Quét/diét ma doc, loai bo cac mbi nguy hai
Nhém chirc ning phong chong, diét virus

Phat hién, cach ly, x6a bo céc loai ma doc nhu: virus, ma doc ma hoa téng tién
(ransomware), ltra ddo (phishing), thu rac

Kiém soat, bao vé mdy chu, may tram khoi cdc phan mém c6 ngudn goc khong rd
rang

Béo v¢ chu dong theo thoi gian thuc (Real-time Protection)

Tu dong quét loc khi phat hién c6 thay doi file, thu muc
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Quét virus theo lich hodc theo su chu dong cuia nguodi dung

C6 thé phan tich sdu va canh bao, sir dung cong nghé Machine learning két hop co
sO dit liéu vé ma doc c6 dau hiéu dé phan tich hanh vi, ngin chin hanh vi bat thuong
trén thiét bi cudi

Cap nhat lién tuc théng tin vé co sé dir liéu CVE, CWE va cac ngudn Threat

Intelligent uy tin gitip canh bao sém céc 16 hong co thé ton tai trén thiét bi cudi.

3.1.3 Nhom chirc ndng quan ly chinh sach
- Thém/bét/ciu hinh chinh sach theo nhu ciu cua td chire, don vi
- Chon/Ap dung nhing chinh sach cho t6 chtrc, don vi trong timg thoi diém
- Panh gia, kiém soat viéc tuan thu chinh sach an toan thong tin cua to chirc, don vi
tai ting thiét bi cudi
- Kiém soat viéc két ndi, st dung cac thiét bi luu trir ngoai, USB, thé nhé trén cac
thiét bi dau cubi
- Giam sat viéc cai dat phén mém tai thiét bi cudi tranh viéc cai dat phén mém sai
muc dich gay nguy co mat ATTT
- Kiém soat dinh danh thiét bi, nhan biét thong tin cac thiét bi truy cap vao hé thong
bao gom vendor, OS va phan loai theo chuc ning thiét b
- Cho phép kiém soat viéc két nbi vao mang d6i véi cac thiét bj vi pham tuan thu
chinh sach
3.1.4 Nhom chirc niing thong ké, bio cao
Théng ké:

Thong ké phan mém cai dat tai may nguoi dung
Thong ké cac su kién bat thuong dugc phat hién

Thong ké thong tin vé cac loai ma doc duoc phat hién trong mang ludi
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Bao cao

- Béo céo vé s6 lugng ma doc theo timg don vi hodc nhém ti dinh nghia

- Béo céo vé muc d6 tuan thu chinh sach an toan thong tin theo timg don vi hodc
nhom tu dinh nghia

- Béo c4o vé sd luong thiét bi dau cudi duoc cai dat, hoat dong theo ting don vi hodc
nhom tu dinh nghia

- Trang thai cap nhat giai phap phong, chéng ma doc trén cac may tram: danh sach

cac may tram khong cap nhat trong mot khoang thoi gian nhat dinh
Cho phép dat lich bao cao, gtri thong tin canh bao
3.1.5 Nhoém chirc niing quan tri ngudi ding, thiét bi cudi
Quan 1y tai khoan quan tri:

- HO tro tao/ x6a/ kich hoat/ bd kich hoat tai khoan nguoi dung
- HO trg phan quyén theo cac role khac nhau
- Cho phép quan ly danh sach tai khoan quan tri theo don vi hodc theo vai tro

- Cho phép tim kiém nguoi dung
Quan 1y thiét bi cudi:

- Cho phép tao nhém va phan loai thiét bj cudi theo cac nhom tir dinh nghia

- Cho phép quan 1y danh sach thiét bj cudi theo tirng don vi hodc nhém tu dinh nghia
, trang thai hoat dong cua cac thiét bi cudi trong mang

- Cho phép tim kiém thiét bi cudi theo céc tiéu chi khac nhau

- Cho phép in hodc két xuét ra file excel danh sach thiét bj cudi theo tung don vi hodc
theo tiéu chi tim kiém

- Cho phép cau hinh agent tir xa theo tirmg nhu cau khac nhau

- Cho phép cau hinh chinh sach agent theo timg nhom khac nhau
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3.1.6 Nhoém chirc nang cap nhat ban va

- Thdng ké nhiing 16 hong nghiém trong cé thé trd thanh muyc tiéu tin cong

- Théng ké vé cac loai hé diéu hanh, phdn mém ban quyén, phan mém khong ban
quyén trong to chirc

- Kiém soat cac ban va bao mat da cai dat trén thiét bi cudi, dua ra khuyén nghi cép

nhat cac ban va tir cic ngudn uy tin
3.2 Kha nang tich hgp

VNPT Smart IR c6 kha ning tich hop véi cac hé thong giam sat sy kién an toan thong tin
SIEM

C6 kha nang cai dat trén nhiéu loai may chu bao gom vat 1y va céc 16p 4o hdéa khac nhau

nhu VMWare, KVM
C6 kha ning tiy bién cao hoat dong dugc trén ca cac méi trudng két ndi phire tap nhu moi
truong VDXP, NDXP cua hé théng CSDLQGvVDC
4 Mo hinh trién khai
VNPT Smart IR ¢6 thé trién khai dugc dudi 02 mé hinh Cloud va On-premise
4.1 M4 hinh Cloud c6 wu diém:
- Khong can cai dat may chu riéng
- Trién khai nhanh hon

- Phu hop voi khéach hang 1¢ hodac doanh nghi¢p vira va nhé
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4.2 Mo hinh On-premise c6 vu diém:
- Khach hang c6 thé toan quyén kiém soét hé théng
- Trién khai linh hoat hon, may do theo yéu cau cia khach hang
- Phu hop voi khach hang t6 chtic, doanh nghiép 16n hodc c6 yéu cau nghiém ngit

hoac dac thu vé két noi
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5 Thong so san pham

Part number Model Hang Xuit xir Nim sin xuat
OF-21-SIR-19-
29.39 VNPT Smart IR | VNPT Viét Nam 2024
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