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Cyber Immunity

DATASHEET
NEN TANG QUAN LY AN TOAN THONG TIN — VNPT MSS

Gioi thiéu

VNPT MSS la nén ting gidm sat, quan 1y an toan thong tin hd trg cho doanh nghiép, to
chire; kip thoi phat hién, xir 1y, ing ciru cac rai ro gdy mat an toan thong tin, 19 lot dir liéu,
trudc cac cudc tin cong tir trong va ngoai t6 chirc. MSS gitip bao vé tai san, tri tué, loi
nhuan bén viing ciing nhu gia tri thuong hiéu cta doanh nghiép mot cach don gian, toan
dién va tiét kiém nhat, ddm bao cho cudc séng s6, x3 hoi sb an toan, kinh té sd bén virng

Loi ich:

e MSS gitp bao vé khach hang trudc cac cudc tan cong, giam thiéu rii ro mét an
toan thong tin mgt cach toan dién, ting cudng hi¢u qua tr bén ngoai va bén trong
t6 chirc.

e (Giam sat hién trang an toan thong tin cua don vi, kip thoi phat hién, theo doi tan
cong tir 16p mang t6i 16p tng dung & giai doan du trong chu trinh tin cong, gitp
vach ra chién lugc phong thu hiéu qua nhét trude ciac mdi de doa dua trén céac
frameworks MITRE ATT&CK, Cyber kill chain.
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Cyber Kill Chain model (Source: Lockheed Martin)

e HO trg va phan ting nhanh chong, 24/7 truéce nhiing sy ¢b an toan thong tin;

e Thuc hién cac diéu tra, truy vét nguén tan cong tri¢t dé;

e Gilip doanh nghiép, t6 chirc toi wu hoéa vé thoi gian, cong stc va chi phi ciing
nhu hiéu qua trong viéc quan tri an toan thong tin;

e Xay dung va hé thong qua cac chi s6 an toan thong tin (security index) giup t6
chirc ndm bat dugc hién trang va xu huéng an toan thong tin.

Tinh ning ndi bat

Vi thé manh cua don vi 6 vai tro dan dat cong cudc chuyén ddi sb Quéc gia; s&
hitu hé sinh thai, chudi cung ung ICT 16n, MSS ddm bao mang dén giai phap giam
sat ATTT toan dién, hi€u qua, canh tranh cho khach hang.

e Sir dung cong nghé 16i MSS dwoc chuyén giao tir tip doan IBM. Pon vi lam
chii cong nghé 16i, dap tng cac yéu cau ki thuat vé an toan bao mat cta co quan
nha nudc, luat phap, d@)ng thoi van tan dung, phat trién, t6i wu hé théng dua trén
cong nghé tién tién bac nhat thé gidi. Pap ung ding tinh than “Make in Viét Nam”

e Khong chi vuot bac vé mit cong nghé, quy trinh chuan quéc té, thong minh va tu
dong hoa, MSS con dugc diéu phdi, thyc hién boi ddi ngii van hanh, phat trién
chuyén nghiép, trinh @9 quéc té, d3 duoc nhiéu dién dan, t6 chirc 10n trén thé gidi
cong nhan, vinh danh.

o Giai phap hiéu qua vé dau tu tai chinh cho quan tri rii ro v&i kha ning nhan biét
som cac moi nguy tir d6 giup doanh nghiép “mién dich”, phét trién bén virng, thanh
cong va ting trudng trén khong gian sb, gop phan vao viéc dam bao an toan khong
gian mang Viét Nam

Cic giai phap MSS cung cip

Giam sat an toan thong tin (Security Monitoring)
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o Giam sat 24/7, theo doi tat ca cac su kién an ninh tir thiét bi cho t6i Gng dung
(firewall IPS/IDS, database server, file server, domain controller, DNS, email,
web/app, active directory, endpoint, Antivirus,...)

e Cho phép thu thap, xir Iy va phan tich chi tiét su kién ciia ing dung, may chu, 16p
mang:

o Canh bao dang nhap (Login/Logout);
Scan/Crawler/Brute force hé thong;

Thay d6i ciu hinh thiét bi, h¢ thong;

Cac két ndi bat thuong, tin cong DDoS;

Cac tan cong theo tiéu chuin OWASP (XSS, SQL injection, CSRF, Path

traversal, RFI/LFI, ...);

o Thdng ké lién quan dén malware/Botnet;
o Phat hién cac diém yéu, 16 hong trén hé thong;
o Giam sat tuan thu ciia cac giao tiép dau cudi trong mang.

e Phat hién va canh bao theo thoi gian thuc d6i voi cac cudce tin cong, c¢6 hanh vi bat
thuong;

e Cap nhat tri thirc an toan thong tin lién tuc tir hé thdng co s& dit liéu tri thire ctia Tap
doan.

o
o
o
o

HOJ tro ing ciru su ¢d (Incident Response)

e HOJ trg x4c dinh nhanh chéng cac hé thong bi tin céng, pham vi va mtc d6 anh
hudng;
e HO trg xtr Iy sy ¢ nhanh chéng;

Hb tro diéu tra truy vét (Forensic)

e HO trg x4c dinh nguyén nhan su ¢ an toan thong tin (root cause)
e HO tro chi ra diém yéu bi khai thac cta hé thong, xac dinh cach thic tin cong;
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M6 hinh trién khai

MSS c6 thé trién khai nhanh chong phit hop véi tat ca cac khach hang (co trung tim giam
sat an ninh (SOC), khéng c¢6 SOC, hoic chi ¢6 hé théng tmg dung) thong qua cac mo hinh:
public cloud, private cloud hoic on-premises trén ha tang ctia khach hang.

*  Monitoring and Notification
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Khach hang

Két qua

e MSS cung cip bao cdo két qua danh gia va xir Iy ATTT hé thong chi tiét dinh ky
theo tudn/thang/quy;

e Pam bao chi sb vé an toan thong tin ciia to chic, doanh nghiép;

e Giam thiéu tbi da cac nguy co va rui ro mat an toan thong tin;

e MSS cung cip bao cio bat thudng khi cé su ¢ an toan thong tin, dua ra canh béo
som vé cac hanh vi tin cong vao hé thong cho;

e MSS giam sat chi tiét va tong hop tinh hinh an toan thong tin hé thong cho timg don
vi khach hang thong qua hé thong SOC Dashboard;

e Doi ngii chuyén gia cung cap cac dé xuat va giai phap nham ting cudng tinh bao
mat, ddm bao ATTT cho khéch hang

‘k  www.secvnptvn L 02437265171

Better secured, Greater va

= security@vnptvn Q  Toanha VNPT, 57 Huynh Thuc Khang, Ddng Da, Ha Noi



VNPT -

Cyber Immunity

’ VNPT SOC Dashboard 20/08/2020 dén | 27/08/2020
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e Phat hién va khoanh ving anh huong khi xay ra sy ¢6 an ninh, diéu hanh ung ctru
khic phuc su cb 24/7;

e Rasoat va boc gd ma doc dinh ky;

e Phat hién sém cac nguy co;

e HJ tro khach hang xtr 1y cac sy ¢d an toan thong tin phuc tap nhu tin cong c6 chu
dich, su c6 ma doc.

Thong so san pham

Part number Model Hang Xuit xir Nim sin xuat

MSS-24-OP-

00-00-00-42- VNPT MSS VNPT Viét Nam 2024
53-65
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