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DATASHEET
NEN TANG DU LIEU THAM BAO AN NINH MANG
VNPT CTIP — VNPT CYBER THREAT INTELLIGENCE PLATFORM

1. Muc tiéu

VNPT Cyber Threat Intelligence Platform (VNPT CTIP) 1a nén tang hoan toan do
VNPT ty 1am chii va phét trién véi tén goi “Nén tang dit liéu tham bdo An ninh mang”.
Nén tang cung cap cho to chirc va doanh nghiép kha ning cip nhat ty dong cac mdi nguy
hai m&i, cac nhan t6 c¢6 thé lam anh hudng ciing nhu de doa t&i tai san, uy tin va an toan
ctia to chirc don vi. Nén tang goi gon qué trinh cap nhat, phan tich va xir Iy cac thong tin
vé nguy co ATTT bang AI/ML, cac chuyén gia an ninh mang giau kinh nghiém dén
khach hang mot cach nhanh va chinh xéac nhét.
= Trién khai Nén tang dir liéu tham bao An ninh mang -VNPT CTIP cung cép kha ning
cap nhat tu dong cac mbi nguy hai moi, cling nhu phuong phap phong ngira tir cac to chirc
uy tin vé bao mat. Pong thoi mo ra kha nang két hop cung cac hé thong xur 1y ty dong
(Incident Response), voi phuong phap ldy thong tin duge chuan ho4 tir hé théng Threat dé
ap dung nhanh chong cac bién phap phong ngtra, giam thiéu rii ro trudc cic mbi nguy hai
thuong tryc.

2. Chirc nang

2.1. Tong quan

Nén tang dit liéu tham bao An ninh mang duoc trién khai theo mé hinh cloud-base, thu
thap dir liéu tir nhidu ngudn (chia sé ciia cac doi tac, cong dong mé, cac hé théng logging
cua Tap doan, ddi ngli an toan thong tin cia TTATTT...).

VNPT CTIP s& bao gém cac thong tin:

- Malware Database: Co s¢ dit liéu vé ma doc

- DNS Query Database: Co so dir liéu vé cac truy van ban ghi DNS tir khach hang

- Botnet Database: Co s& dit liéu vé cac botnet.

- C&C Server Database: Co so dit liéu vé cac may chu diéu khién ma doc.

- Vulnerability/exploit Database: Co sé dit lidu vé cac 16 hong ATTT va cic ma khai

thac 16 hong ATTT.
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2.2. Chirc nang chinh

1. Risk Collection & Feed: thu thap thong tin vé nguy co an ninh mang tir nhiéu
ngudn ca ndi dung tir ngudn md va ngudn dong. Chung t6i thu nhit cac ndi dung,
tin nhan, hinh anh va théng tin vé cidc mdi nguy ATTT nham phén tich va dua ra
canh bao dén khach hang mot cach chinh x4c va nhanh chéng nhét. Cac thong tin
dugc day tu dong dén cac giai phap ATBM bang RestAPI va chuan STIX/TAXII
theo thoi gian thuc.

2. Threat Card: Cung cap thong tin tong quan vé cac mdi de doa di dang va ting
phat hién boi hé thong rong 16n nhu muc tiéu tn cong, nhom tn cong, dau hiéu
dic biét, ky thuat, CVSS, phan loai ma doc/16 hong,...

3. Attack Collection: Cung cap céac thong tin tin cong Phishing, DdoS va Deface
trong khu vuc Viét Nam. Gitip doanh nghiép dé dang nam bat tinh hinh, xu huéng
tan cong chung c6 thé anh huong dén khach hang.

4. Risk Profile: Li¢t k&, dinh nghia va cung cép cac thong tin vé cac nhom tin tic,
chién dich tin cong, dong ma doc va 15 hong trén thé gidi ndi chung va Viét Nam
noi riéng.

5. Threat Category: Pinh danh cac loai nguy co, canh bao theo mic d¢ anh huong,
chia s¢ thong tin, phan loai riéng pht hop véi khach hang gitp dé dang kiém soat

thong tin va canh bao.
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6. Incident & Response TI: Cung cip thong tin vé mdi de doa mot céac chi tiét va dé
hiéu nhat ciing nhu danh gia mtc d6 nguy hiém va dua ra khuyén cdo nguoi ding
phu hop véi timg mdi de doa. Ngoai ra Threat Intelligence cung céap - hd tro API
Feed, tich hop toan di¢n cho cac gidi phap ATTT hién tai cia VCI mot cach ty dong
( SIEM, SmartIR,... ) ciing nhur hd tro cac gidi phap khéc trong viéc ting kha ning
phat hién va xir Iy cac méi de doa véi ATTT cua t6 chirc.

7. Cung cip bao cao: Hé thong VNPT CTIP cung cip bio cao hang ngdy /tuan/ thang/
quy/ ndm, canh bao sém voi cac thong tin dugc cap nhat lién tuc vé ma doc, chién

dich tan cong, 16 hong hay tinh hinh ATTT ndi troi trong va ngoai nudc.

3. Théng s6 san pham

Part number Model Hang Xuit xir Nim sin xuat

CTIP-24-OP-

10-20-30-40- VNPT CTIP VNPT Viét Nam 2024
00-00-00
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